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F— /opt - L3Lsl (sl 15810,
—/proc - (o.1ig1,8) Letumms slodalé
— /root - 15 root

F— /sbin - et Olygiws

F— /tmp - c8go (sl ol

F— /usr - ,5,15 sloaol,y

L— /var - lojumbos (oSY

Www.01ST.IR

P usSeid ,o:w.“..wd.“;lé Htslw



Www.01ST.IR

&b slad cotal (90l = pole So g 5ho

B (519 S gud (599 90 g

touch file.txt S B eslw
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top / htop slabs) S jgiolo

pkill -f name EL b opiis
bg / fg aaoj i/ o @ JLwl
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traceroute 8.8.8.8 2 b o
nslookup google.com DNS lookup

wget http://file.com
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chown user:group file

getfacl file
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tar -xzvf archive.tar.gz _

unzip archive.zip
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S sl » Bash Scripting

s Gl (55900 (5050 b (55w 5393 (s bash ungica Sl

echo "[*] Scanning network 192.168.1.0/24"...

for ip in S(seq 1 254); do

ping-c 1-W 1 192.168.1.Sip | grep "bytes from" | cut -d" " -f4 | cut -d":" -f1&
done

wait

echo "[*] Done"!

HOST=$1

PORTS=(21 22 23 25 53 80 110 143 443 445 1433 1521 2049 3306 3389 5432 5900 6379
8080 8443)

echo "[*] Scanning SHOST"...

for port in "${PORTS[@]}"; do

timeout 1 bash -c "echo >/dev/tcp/SHOST/Sport" 2>/dev/null && echo " [+] Port Sport is OPEN"
done

echo "[*] Scan complete"!
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hydra -l admin -P /usr/share/wordlists/rockyou.txt ssh://192.168.1.100 -t 4 -V

hydra -L users.
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o ¢ Forensics
(= 9 2Lo))

histc \
cat ~/.ba

cat ~/.zsh_
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/var/log/auth.log <uge jl,=I

/var/log/syslog (Qan

/var/log/kern.log

journalctl -xe
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o« ¢ Hardening

(ssweel )
s (Hlw) 59,0
sudo apt update && sudo apt upgrade -y

(50900 2E (5O mag w 93,5 Jledyuc

sudo systemctl disable --now bluetooth cups avahi-daemon

SSH 5,80
/etc/ssh/sshd_config:
PermitRootLogin no
PasswordAuthentication no
Port 2222
Jlorlo

sudo ufw enable
sudo ufw default deny incoming
sudo ufw allow ssh

sudo ufw allow 80,443/tcp
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Fail2Ban

(Brute Force .5)
sudo apt install fail2ban

sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail.local
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